Jason S. Lazerus

Port Jefferson, NY | linkedin.com/in/jasonlazerus | jasonlazerus.com

PROFESSIONAL SUMMARY

Experienced SVP, Director of Infrastructure & Security with a demonstrated track record of leading engineering
teams and implementing highly functional and secure operating environments. Skilled in developing and executing
infrastructure and support strategies for the entire infrastructure stack, as well as collaborating with business unit
and technology constituents to select and implement software and services. Proficient in managing technical
professionals to develop and implement strategic solutions and leading complex projects with multiple resources
across the organization. Adept at developing and executing remediation plans for regulatory, audit, and risk-based
technology reviews and leading response efforts for significant system and application outages or issues.

PROFESSIONAL EXPERIENCE

Senior Vice President - Infrastructure and Security Director
Eastern Bank | 2024 - Present
- Sets and executes infrastructure and support strategies for the entire infrastructure stack across the enterprise.

- Led technology integration during a major bank merger - directing end-to-end infrastructure coordination,
enterprise-wide email and SSO cutovers.

- Led enterprise data center migration providing a stronger foundation for future technology initiatives.
- Leads complex and inter-related projects collaborating with resources from multiple areas of the corporation.

V.P. Infrastructure and Security Manager

Eastern Bank | 2021 - 2024

- Responsible for the security design of all infrastructure implementations; subject matter expert for all technology
systems.

- Managed a staff of technical professionals including server, network, and security infrastructure teams.

- Developed and executed remediation plans for regulatory, audit, and risk-based technology reviews.

- Led response for significant system and application outages or issues.

V.P. Security Operations Manager

Eastern Bank | 2020 - 2021

- Managed high-performing cyber security professionals in Incident Response, Information Assurance, Security
Engineering and Identity and Access Management.

- Managed SailPoint IDN Build Team; personally onboarded 325+ applications in two months.

- Managed Public Key Infrastructure; configured Azure SSO for SAML authentication.

- Created Splunk queries, alerts and dashboards; wrote scripts in PowerShell and Python.

Information Assurance Manager

Eastern Bank | 2019 - 2020

- Managed a team of three high-performing cyber security professionals.

- Evaluated and purchased security products and services; drove security initiatives and led projects.

Principal Information Assurance Analyst
Eastern Bank | 2017 - 2019

Sr. Information Assurance Analyst
Eastern Bank | 2016 - 2017

- Oversaw vulnerability management program; created automated methods for ticket creation and handling.
- Performed SAST and DAST code scanning (Java, JavaScript, PowerShell, Python, PHP, HTML).



- Coordinated incident response; created and managed the digital forensics program.
- Provided penetration testing; coordinated third-party pentests.
- MajorDomo for Domo BI platform; wrote scripts in PowerShell, Python and Java for API integrations.

Information Security Officer

Stony Brook University | 2007 - 2016

- Oversaw vulnerability management programs; provided penetration testing on a regular basis.
- Served as the HIPAA Security Officer; performed regular audits and compliance training.

- Implemented new firewall infrastructure; created site-to-site VPNs with vendors.

- Implemented and managed VMware and Hyper-V environments.

- Managed medical records SQL databases and R25 Scheduling Oracle database.

Help Desk Technician

Stony Brook Medicine | 2005 - 2007

- Provided first-line support to 10,000+ user domain; fielded 2,000+ calls per month.
- Worked with vendors to design and deploy single sign-on system.

ENTREPRENEURSHIP

Founder & CEO
WeaveHub Technologies LLC | 2025 - Present

Founded and lead a technology company developing the Pocket suite of enterprise mobile applications. Products
include PocketOps (CDN management), PocketSOC (security operations), PocketNOC (network operations),
PocketVM (vulnerability management), Pocketintel (threat intelligence), and PocketSync (data synchronization).
Built on Swift, TypeScript, and Cloudflare Workers. Also develops open-source Home Assistant integrations and
custom Terraform providers.

EDUCATION

Master of Science in Information Technology - Digital Forensics
American Public University System | 2011 - 2014

Bachelor of Science in Information Systems Security (Dean's List)
American Public University System | 2009 - 2011

CERTIFICATIONS

- GIAC Defensible Security Architecture (GDSA)

- GIAC Certified Forensic Analyst (GCFA)

- GIAC Certified Penetration Tester (GPEN)

- GIAC Certified Incident Handler (GCIH)

- GIAC Certified Forensic Examiner (GCFE)

- GIAC Certified Enterprise Defender (GCED)

- GIAC Security Essentials (GSEC)

- Metasploit Pro Certified Specialist (MPCS)

- Microsoft Certified: Azure Fundamentals

- Microsoft Certified Desktop Support Technician (MCDST)
- Microsoft Certified Professional (MCP)

- Certified HIPAA Security Specialist

- Certified HIPAA Professional

- CompTIA CIOS | CompTIA Network+ | CompTIA A+

TECHNICAL SKILLS




Languages & Tools: PowerShell, Python, Terraform, Splunk, HTML/CSS, Bash, RegEXx, Git, UNIX
Platforms: Microsoft Azure, Cloudflare, Akamai, SailPoint IDN, ServiceNow, Domo
Emerging: Al-Augmented Engineering (LLM-assisted development, code review, and architecture)

Areas of Expertise: Vulnerability Management, Penetration Testing, Incident Response, Digital Forensics, Security
Metrics, Risk Management, APl Management, Identity and Access Management, Disaster Recovery, PKI

KEY PROJECTS

Automated Audit Evidence Retrieval
Eastern Bank | Dec 2025

Built automated evidence collection platform for network security audits. Developed 50+ scripts integrated with
ServiceNow, enabling audit team self-service. Reduced evidence collection from several weeks to minutes.

Enterprise Data Center Migration
Eastern Bank | Jun 2024 - Apr 2025

Led migration from legacy facility to SOC-certified environment. Relocated all core systems with no rollback option.
Deployed new firewalls, segmented networks, coordinated secure interconnects. Completed ahead of schedule with
zero downtime.

Strategic Integration Leadership - Bank Merger

Eastern Bank | Aug 2024 - Apr 2025

Led technology integration during major bank merger. Directed data center integration, SD-WAN deployment,
enterprise-wide email and SSO cutovers. Securely onboarded hundreds of employees with automated provisioning.
Led multi-day conversion event with zero downtime.

SailPoint IdentityNow Implementation

Eastern Bank | 2021

Led the build team; personally onboarded 325+ applications in two months. Configured delimited, AD connected,
and API connected sources.

Change Control Workflow

Eastern Bank | Jan - Feb 2019

Redesigned enterprise change control with Salesforce Lightning dynamic approval workflow. Formula-based impact
scoring determines approval path. Full auditability via Salesforce cases.

Next-gen AV Replacement

Eastern Bank | Jan - Apr 2018

Led enterprise-wide transition to modern endpoint protection across thousands of endpoints. Phased rollout
completed ahead of schedule with no disruption.

Cyber Alert Bot

Eastern Bank | Apr -Jun 2018

Automated SIEM alert triage using Power Automate - user validation, team routing, and ticket closure. Improved
triage efficiency and incident classification accuracy.

Cyber Security Metrics Automation

Eastern Bank | Jan - Mar 2018

Centralized reporting from 30+ sources using ETL pipelines, SQL, APls. Domo dashboards for KPIs, risk trends,
and executive reporting.

Network Migration

Stony Brook University | Jun - Jul 2015

Migrated Student Health Services to secure private Class C network. Deployed HA firewalls and granular

access-control policies.

Single Sign-On Implementation



Stony Brook Medicine | Aug - Nov 2007

Designed, tested, and deployed SSO solution for large enterprise user base. Developed documentation and trained
support staff.

AWARDS

- Above and Beyond - Q2 2025, Q3 2024, Q4 2022, Q1 2022, Q1 2021, Q4 2020, Q2 2018, Q4 2017, Q4 2016 (Eastern Bank)
- GIAC Advisory Board
- President's Volunteer Service Award - Lifetime Achievement

VOLUNTEER SERVICE

President and Chief of Department

Port Jefferson EMS | 2005 - 2015

- Managed 125 volunteers and employees; performed Incident Command in numerous situations.
- Chairman of the board of directors; negotiated budget with multiple municipalities.

- Created EMT training program and continuing education program for EMS providers.

EMT / Critical Care Technician

Port Jefferson EMS | 2001 - 2015

- Provided emergent care to patients in Suffolk County; coordinated care with physicians and nurses.



